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1. Introduction

Tekron’s proprietary Configuration Software is designed to communicate with all Tekron Ethernet configurable Clocks
supporting the latest security and encryption communications, as well as legacy communication over Ethernet. Tekron’s
Configuration Software also supports USB configuration for Clocks manufactured from 2013 onwards which have a USB
interface. This User Manual describes the functionality of Tekron’s Configuration Software, its operation, system
requirements and dependencies. It is not intended to provide a technical resource on Ethernet networking or cyber
security best practices.

This manual refers to Clocks running in “Secure Mode” and “Legacy clocks”. The definitions of which are as follows:

“Secure Mode™: A Tekron Clock running a Clock or Ethernet module (RCM) firmware version beginning with 3 with
“Security enabled”.

“Legacy clock™ A Tekron Clock running an Ethernet module (RCM) with a firmware version beginning with 2 or 1.

2. Obtaining Tekron’s Configuration Software

Tekron’s Configuration Software is free to download from the resources tab on the product page on Tekron’s website:
www.tekron.com

3. System requirements

Tekron’s Configuration Software is a standalone executable compatible with the following Operating Systems:

Microsoft Windows XP
Microsoft Windows Vista
Microsoft Windows 7
Microsoft Windows 8
Microsoft Windows 10

Tekron’s Configuration Software requires the host to be running Microsoft ™.NET Framework 4 or later. It is also
required to be able to install the USB Driver, in cases where USB configuration is possible.

4, Dependencies

Tekron’s Configuration Software is designed to communicate via the Ethernet network or USB for Tekron products which
support this feature. To communicate with a Clock, the Windows based machine running the executable and intermediary
connected devices are expected to be configured to allow communications traffic to transition through each device.
Tekron’s Configuration Software should not be inhibited by the firewall, Anti-Virus or other communications software.
Intermediary switches and routers should also be checked to ensure that they are not blocking network traffic flowing in
either direction on the relevant connected network links. Refer to your Network Administrator if you are unsure.

In the case of an Ethernet network connection on a secure network, it should be noted that the following UDP ports may
be used:

Port number Use

67,68 DHCP

123 NTP and SNTP

161,162 SNMP

319, 320 PTP

514 Syslog

9990, 9992, Configuration and management
9997, 9999
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5. Communication

Tekron’s Configuration Software uses a combination of UDP Unicast and Broadcast packets for communication. It has
been designed to minimize network traffic to reduce network bandwidth requirements. UDP Broadcast packets are user
initiated using the “Discover” function described in the next section. If a network configuration problem exists (e.g.
Incorrect Network settings), then Broadcasts may continue to be used to communicate between the Clock and Tekron’s
Configuration Software until the issue is resolved. All other communication is via Unicast. When Tekron’s Configuration
Software is open and connected to a clock via Unicast, the expected network traffic between Tekron’s Configuration
Software and Clock is 4 packets (2 transmit, 2 receive) per second, until the connection is closed.

6. Connecting to a Clock via Ethernet for the first time

Install the Clock according to the Installation instructions in the Clock’s User Manual. Connect the Clock direct to the
Windows based machine, or to a network switch located on the same LAN using a CAT5e, CAT6, or Multimode Fibre
(where applicable) Ethernet cable. Run Tekron’s Configuration Software on the Windows based machine. Once it has
opened, the “Discovery Window” shown in Figure 1 will appear.

p
Tekron Clock Configuration Tool - Version 4.1.1.0 =NNCN X

Name Address Model Status

add...
Configure

:

] T | »

Figure 1 - Discovery Window

To find the clock on the network, click the “Discover” button. Tekron’s Configuration Software will send out a UDP
broadcast message to the LAN. Any Clocks which receive the message will respond with a Unicast UDP message to
announce their presence. The response includes basic information about the clock including its name (“Clock
designation”), port name, model, firmware versions, and status.

Note: In some network environments, broadcast packets are undesirable. In the event that you do not want broadcast
packets on your network, it is recommended that you configure the Clock for the first time via direct connection, or by
interrogating the network devices (such as the DHCP Server) to establish the initial IP address of the clock. Once valid
network settings have been set, there is no further need for broadcast communication.

Any Clocks which responded will be listed in the Discovery Window clock list as shown in Figure 2. Highlight the clock
you wish to configure and click the “Configure” button which will initiate a UDP Unicast communication with the
highlighted clock.
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Tekron Clocks are by default shipped with all Ethernet interfaces set to DHCP enabled. In the event that the
Ethernet Interface is set to DHCP and there is no DHCP Server running on the network, the Ethernet interface
will fall back to a link local address (169.254.xxx.xxx). Legacy Tekron Clocks running older firmware may revert to
IP address 0.0.0.0.

Tekron Clock Configuration Tool - Version 4.1.1.0 = | &

Name Address Model Status Discover
Tekron IT TCG 014G (ADMIN/ETH1)  192.168.1.169 TCGD1G [2.252, 3.14r, c1.08, 1.04r]

Tekron IT NTS 03-E (ADMIN/ETH1)  192.168.1.152 NTS 03-E [3.18r, a1.14, 1.04r] gynced(GF Configure
add...

T

:

4 LU 2

Figure 2 - Discovery Window clock list

If after clicking “Configure” a “login” window opens (Refer to Figure 3 below), then security has been enabled on the
selected clock. You will need to enter a correct username and password to proceed.

ﬁ Tekron Clock Configuration Tool - Version 4.1.1.0 = & PO

Login: TCGO1G [2.25c2, 3.14r, 1.08, 1.04r]: Tekron IT TCG 01-G

Name Address Model Status
Tekron IT TCG 014G (ADMIN/ETH1)  192.168.1.169 TCGO1G [2.252, 3.14r, c1.08, 1.047] synced(Gl
Tekron IT NTS 03-E (ADMIN/ETHT)  192.168.1.152 NTS 03-E [3.18, 21.14, 1.04r] gynced(GF
add... - <

= onee |

Usemame |

Password

:

4 nr 2

Figure 3 - Login window

If the clock has been configured with security disabled, or is a legacy clock, no Login is required. The configuration tool
will display the Time Tab Window.

Legacy Clocks with password protection enabled will only require the correct password to be entered when storing
changes. The password is not required to view the Clock’s configuration.

Configuration Software User Manual May 2016 7



If you are configuring a new clock for the first time, when you are prompted to login, you will use the factory default
username and password which can be found in the product quick start guide or hardware manual. The typical login
credentials are:

Factory default username: admin

Factory default password: Password

Note: the username and password are case sensitive.

Once logged in with the factory default credentials, you will be prompted to change the password.

Important! Ensure that the password is securely recorded. If the administrator of the clock loses the login
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